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to comment on the revised ICP 3 and
integrated ComFrame material. While
supporting most of the provisions, Insurance
Europe is concerned by two provisions
around disclosure of the information
exchanged. Specifically:

* Insurance Europe believes that the
information received by authorities, bodies
and persons should be covered by the
obligation of professional secrecy; as
opposed to confidentiality.

While the IAIS Multilateral Memorandum of
Understanding (MMoU) protects sensitive
information to the appropriate extent (ie, a
guarantee of professional secrecy), there is
no such strong level of confidentiality
explicitly recommended in ICP3.
Consequently, individual MoUs as referred to
in this ICP may not have a similarly rigorous
requirement. Though ICP3 does require
confidentiality, Insurance Europe considers
the requirement of confidentiality to be of a
lesser legal power than the obligation of
professional secrecy. In fact, in a number of
jurisdictions professional secrecy is an
absolute principle that has no limitation in
time and from which one of the parties

Organisation Jurisdiction Confidential Answer Resolution of comments
1-Q1 General Commenton ICP 3
1. ABIR Association of Bermuda | BERMUDA No The Association of Bermuda Insurers and Noted with appreciation.
Insurers & Reinsurers Reinsurers (ABIR) appreciate the opportunity

to submit comments.
2. Insurance Europe Europe No Insurance Europe welcomes the opportunity Noted with appreciation.

Professional secrecy is addressed in ICP 2. The
ICPs operate collectively, thus the requirements set
out in ICP 2 are relevant to the other ICPs. ICP 3
allows for use of the IAIS MMoU, or tailored bilateral
or multilateral MoUs, which can reference or
otherwise accommodate professional secrecy.
Reference thus is not needed in the text of ICP 3.
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cannot be discharged by the other party.

« In addition, Insurance Europe believes that
the existence of an agreement should be a
prerequisite for sharing information.
Insurance Europe believes that the exchange
of information should happen as much as
possible under the setting of a college of
supervisors as this fosters convergence of
practices, and transparency. In the event that
there is no college of supervisors in place,
the existence of an agreement of
understanding on providing requested
information should be a prerequisite for
sharing information.

IAIS does not believe this should be explicit in ICP 3.
Noting the importance of information sharing
agreements, information sharing can at times occur
in the absence of such agreements. For instance, if
there is an emergency situation (i.e., financial crisis)
a requirement like this could limit supervisors’ ability
to communicate.

Insurance Associations

recognizes that the protection of information
is important to insurers and supervisors.
However, our main concern with ComFrame
integrated with ICP3 is that the provisions
relating to information sharing and
confidentiality should provide much stronger
protection of confidential information.

3. GDV - German Insurance Germany No Given the sensitivity of information shared in | See response to comment 2.
Association this context, we believe that the information
shared and received by those authorities,
bodies and persons should be upgraded to
the obligation of professional secrecy.
Furthermore, we believe that sharing Noted. The requirement still exists for the requesting
information with authorities or bodies outside | supervisor and the requesting authority to have a
the college for motives other than supervision | legitimate interest and — in case of a superior
should be clearly restricted. If information authority — valid supervisory purpose.
leaves the college, in any case, the group
must be informed that such a request had
been made.
4. Global Federation of Global No The consultation document rightfully Noted. There is no ComFrame text integrated with

ICP 3.
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Before information is shared with other
financial authorities, the entity or enterprise
whose information is being shared should be
notified of the request, the reasons for the
request, and contact details of the requesting
authority.

For supervisory authorities that hold
confidential information of companies they
supervise, GFIA believes these supervisors
have an obligation to protect that information
and to resist unnecessary access by other
authorities. If supervisors become subject to
legal proceedings to gain access to the
confidential information, the entity or
enterprise whose information is being sought
should be notified as soon as possible about
the proceedings, to allow the entity or
enterprise to also take action to protect the
information.

Not agreed. This type of communication does not
happen now and could impede a supervisor’s ability
to communicate efficiently with other supervisors
and authorities.

No change. The standard covers information sharing
between supervisory authorities and related
confidentiality requirements. The situation described
in the comment goes beyond the scope of ICP 3.

6. International Actuarial
Association

International

No

The re-written contents of ICP 3 are well
organized, faithful to the intent of the ICP and
are generic to both the supervision of
insurers and insurance groups (including
IAIG’s).

The proposed version of ICP 3 reads much
better than the current version.

As proposed by the IAIS, there seems no
need for supplementary ComFrame material
within this ICP.

Noted.

7. Canadian Institute of
Actuaries

Ontario

No

Although ICP 3 discusses sharing of
information between supervisors and other
authorities, it is unclear if the guidance on
how information is expected to be shared
between a supervisor and a non-regulated
insurance entity should also be included in
ICP 3. Some jurisdictions have a
memorandum of understanding in place

Noted. ICP 3 concerns the sharing of information
between supervisors, rather than the procurement of
information by supervisors from entities (whether
regulated or not). Jurisdictions may impose
requirements in the case of a non-regulated entity
providing information to a supervisor.
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between the supervisor and the non-
regulated entity in order to facilitate
information sharing. If this is addressed
elsewhere, a cross reference would be
helpful.

8. Swiss Re

Switzerland

No

Kindly note this is a joint submission by
Swiss Re and Zurich Insurance Group.
Whilst the simplification and shortening of
ICP3 is welcomed, there are some instances
where the review process appears to have
removed points from being explicitly stated
which we believe to be important.

In particular, we refer to the removal of
language regarding the need for
confidentiality agreements prior to
information exchange (previously standard
3.5) and the removal of language explicitly
stating that supervisors have “legal authority
and power” to exchange information (3.1 and
3.2). These passages are particularly
relevant given that digitalization and Big Data
are increasing the challenge to adequately
protect sensitive and confidential data held
by insurers. Going forward, the challenge for
regulators and supervisors will be striking a
balance which allows insurers to innovate,
whilst protecting policyholder and company
data and information. Striking the right
balance would however achieve the best
possible policyholder outcome. It is therefore
in the common interest that all parties
handling such data, including supervisors,
have sufficiently clear, consistent and robust
data protection principles in place.

We would therefore welcome reasons for
deletion of this text. Where these concepts
appear explicitly elsewhere in the ICP

With regard to the comment about the existence of
confidentiality agreements prior to sharing
information, please see response to comment 2.

With regard to the removal of language stating that
supervisors have legal authority and power to
exchange information, please refer to ICP 2.

With regard to the comment on reintroducing the
requirement upon supervisors to inform other
supervisors prior to taking action that could affect
certain group entities, this topic is more appropriately
addressed in ICP 25. See draft revised ICP 25.3.
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(principle, standards or guidance), we would
appreciate if IAIS points this out. If they do
not, we would ask for consideration for
reinsertion of the text, accounting for the
above ideas.

In addition, we note the removal of previous
standard 3.3 on prior notification of action by
a supervisor to supervisors of the group’s
entities. We would welcome reasons for the
removal of this standard, as we have some
concerns it may effect harmonization and
effective coordination of Group supervision.

9. Zurich Insurance Company
Ltd.

Switzerland

No

Kindly note this is a joint submission by
Swiss Re and Zurich Insurance Group.
Whilst the simplification and shortening of
ICP3 is welcomed, there are some instances
where the review process appears to have
removed points from being explicitly stated
which we believe to be important.

In particular, we refer to the removal of
language regarding the need for
confidentiality agreements prior to
information exchange (previously standard
3.5) and the removal of language explicitly
stating that supervisors have “legal authority
and power” to exchange information (3.1 and
3.2). These passages are particularly
relevant given that digitalization and Big Data
are increasing the challenge to adequately
protect sensitive and confidential data held
by insurers. Going forward, the challenge for
regulators and supervisors will be striking a
balance which allows insurers to innovate,
whilst protecting policyholder and company
data and information. Striking the right
balance would however achieve the best
possible policyholder outcome. It is therefore

See responses to comment 8.
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in the common interest that all parties
handling such data, including supervisors,
have sufficiently clear, consistent and robust
data protection principles in place.

We would therefore welcome reasons for
deletion of this text. Where these concepts
appear explicitly elsewhere in the ICP
(principle, standards or guidance), we would
appreciate if IAIS points this out. If they do
not, we would ask for consideration for
reinsertion of the text, accounting for the
above ideas.

In addition, we note the removal of previous
standard 3.3 on prior notification of action by
a supervisor to supervisors of the group’s
entities. We would welcome reasons for the
removal of this standard, as we have some
concerns it may effect harmonization and
effective coordination of Group supervision.

11. MetLife, Inc

United States

No

Please see our comment in response to Q.
19 and 28 of the Introduction and
Assessment Methodology regarding the
importance of an adding an Overarching
Concept paragraph on Confidentiality in the
Introduction to the ICPs and ComFrame.
Given that ICP 3 currently has no
corresponding ComFrame provisions, it is
important that it be made clear that ICP 3
protections apply equally to all exchanges of
information pursuant to ComFrame
provisions.

This should be understood based on the manner in
which the ICPs lay the basis and ComFrame builds
on it, without the need to spell this out. No change
needed.

12. National Association of
Mutual Insurance Companies

United States

No

Q1 General Comment on ICP 3

NAMIC is supportive of the comments and
concerns expressed by the Global Federation
of Insurance Associations related to ICP 3.
We have no additional issues to add.

Noted with appreciation.
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13. Institute of International
Finance and the Geneva
Association

United
States/Switzerland

No

Whilst the simplification and shortening of
ICP3 is welcomed, there are some instances
where the review process appears to have
removed points from being explicitly stated
which the Geneva Associaton and Institute of
International Finance membership feels are
important.

In particular, the removal of language
regarding the need for confidentiality
agreements prior to information exchange
(previously standard 3.5) and the removal of
language explicitly stating that supervisors
have “legal authority and power” to exchange
information (3.1 and 3.2).

It is particularly relevant given that
digitalization and Big Data are increasing the
challenges to protect sensitive and
confidential data held by insurers. Going
forward the challenge for regulators and
supervisors will be striking a balance which
allows insurers to innovate whilst protecting
policyholder and company data and
information. This will achieve the best
possible policyholder outcome. It is therefore
in the common interest that all parties
handling such data, including supervisors,
have as robust and consistent data protection
principles in place as possible.

We would therefore welcome reasons for
deletion of this text, where these concepts
appear explicitly elsewhere in the
ICP/standards and, if they do not, we would
ask for consideration for reinsertion of the
text, accounting for the above ideas.

See responses to comment 8.
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In addition, we note the removal of previous
standard 3.3 on prior notification of action by
a supervisor to supervisors of the group’s
entities. We would welcome reasons for the
removal of this standard, as we have some
concerns it may effect harmonization and
effective coordination of Group supervision.

We feel that the impact of the revisions to
ICP3 is significant on all other ICPs where
cooperation and coordination among
jurisdictions and authorities is required.

14. ACLI

us

No

In line with the apparent intent of the drafters,
the ICPs should include express statements
that any sharing of information among
supervisors or between supervisors and
insurers contemplated in the ICPs is subject
to the confidentiality requirements in ICP 3
and relevant law.

The ICPs should include express statements
that any sharing of information between
supervisors and insurers, like the sharing of
information among supervisors, is subject to
the confidentiality requirements in ICP 3 and
relevant law.

Throughout the ICPs, key terms should be
defined and used consistently. (For example,
this would avoid references to “relevant
supervisors and authorities” in ICP 3 and
references to “involved supervisors and
authorities” in ICP 25.)

There is overarching concern that proposed
new ICP 3 does not expressly state that any
supervisor that obtains or exchanges
information may only do so subject to the
supervisor’s legal authority and powers under
relevant law. Language to this effect in

See response to comment 8.

The main distinction between relevant supervisors in
ICP 3 and involved supervisors in ICP 25 is that the
latter concerns supervisors involved is group-wide
supervision, while the former concerns any
supervisor that may be a recipient or a provider of
confidential information.
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existing ICP 3 is proposed to be deleted.
There is concern that proposed new ICP 3
does not provide that its requirements are
applicable to the sharing of information
between supervisors and insurers, as
contemplated in ICP’s 9 and 25, and possibly
other ICP’s, as well as to the sharing of
information among supervisors. Finally, while
ICP 25 and other ICP’s refer to “involved
supervisors and authorities,” ICP 3 refers
“relevant supervisors and authorities.”
Accordingly, this paragraph should be
modified to read as follows: “The supervisor
obtains information from and shares
information with involved supervisors and
authorities and with insurers subject to the
confidentiality, purpose and use requirements
in ICP 3 and to the legal authority and power
of the supervisor under relevant laws relating
to confidentiality and professional secrecy,
data protection and privacy, and procedural
fairness.”

Corresponding changes to other paragraphs
of ICP 3 should be made as necessary to
make it clear that the confidentiality, purpose,
and use requirements of ICP 3 extend to the
sharing and exchange of information
between supervisors and insurers as well as
to the sharing of information among
supervisors

15. American Insurance
Association

USA

No

The consultation document rightfully
recognizes that the protection of information
is important to insurers and supervisors.
However, the provisions relating to
information sharing and confidentiality should
provide much stronger protection of
confidential information.

Noted.

Public

Resolution of public consultation comments on ICP 3 from Stakeholders

Page 10 of 51




#I1AIS

Before information is shared with other See response to comment 4.
financial authorities, the entity or enterprise
whose information will be shared should be
notified of the request, the reasons for the
request, and contact details of the requesting

authority.

For supervisory authorities that hold ICP 3 covers information sharing between
confidential information of companies they supervisory authorities and related confidentiality
supervise, AIA believes these supervisors requirements. The situation described in the
have an obligation to protect that information | comment goes beyond the scope of ICP 3. No
and to resist unnecessary access by other change needed.

authorities. If supervisors become subject to
legal proceedings to gain access to the
confidential information, the entity or
enterprise whose information is being sought
should be notified as soon as possible about
the proceedings, to allow the entity or
enterprise to also take action to protect the

information.
16. Liberty Mutual Insurance USA No ICP 3 is thoughtful and well written. The Noted.
Group standards contained in this ICP reflect a

balanced approach to the use of confidential
information and cooperation among
supervisors with respect to such use. The
IAIS should similarly focus on improving the
inter-relations among supervisors in other
standard setting contexts, and not on
developing prescriptive new substantive
standards to be applied to insurers and
insurance groups.
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17. Property Casualty Insurers
Association of America (PCl)

USA

No

PCI endorses the comments of the Global
Federation of Insurance Associations (GFIA).

Noted.

2-Q2 Commenton Standard ICP 3.1

18. Insurance Europe

Europe

No

See general comments in Q1

In addition, it should be made clear that the
information requests are subject to purpose
requirements — information relating to one
insurance legal entity should not be shared
with the supervisor of another insurance legal
entity in another jurisdiction without a
relevant reason.

Noted. This is adequately reflected in ICP 3.3.

19. Swiss Re

Switzerland

No

It is noticeable that relevant language is
proposed for removal which explicitly stated
that supervisors have “legal authority and
power” to obtain and exchange information.
This removal could potential increase
ambiguity around supervisors’ authority and
powers, as well as supervisory consistency
across jurisdictions. Whilst the “legal
authority and power” may be a given in many
jurisdictions, it is not necessarily reflective of
worldwide practice.

We would be grateful to know if this
requirement can be found elsewhere. If it
cannot, we feel it should be considered for
reinstatement, accounting for the ideas
stated in Q1.

See response to comment 8.

20. Zurich Insurance Company
Ltd.

Switzerland

No

It is noticeable that relevant language is
proposed for removal which explicitly stated
that supervisors have “legal authority and
power” to obtain and exchange information.
This removal could potential increase
ambiguity around supervisors’ authority and
powers, as well as supervisory consistency

See response to comment 8.
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across jurisdictions. Whilst the “legal
authority and power” may be a given in many
jurisdictions, it is not necessarily reflective of
worldwide practice.

We would be grateful to know if this
requirement can be found elsewhere. If it
cannot, we feel it should be considered for
reinstatement, accounting for the ideas
stated in Q1.

21. Institute of International
Finance and the Geneva
Association

United
States/Switzerland

No

It is noticeable that relevant language is
proposed for removal which explicitly stated
that supervisors have “legal authority and
power” to obtain and exchange information.

This removal could potential increase
ambiguity around supervisors’ authority and
powers, as well as supervisory consistency
across jurisdictions. The “legal authority and
power” may be a given in many jurisdictions,
it is not necessarily reflective of worldwide
practice.

We would be grateful to know if this
requirement can be found elsewhere, as we
could not. If it cannot, we feel it should be
considered for reinstatement, accounting for
the ideas stated in the answer to Q1.

See response to comment 8.

3-Q3 Comment on Guidance

ICP 3.1.1

22. ABIR Association of
Bermuda Insurers & Reinsurers

BERMUDA

No

3.1.1: Scope of information supervisor may
request and share:

« “information on individuals involved or
suspected of being involved, in criminal
activities” may be broader in scope than what
some jurisdictional laws and regulations
would require for insurers; and (2) is also

This listing is under a “may include” heading and is
not meant to be a requirement or a complete listing.

The underlying jurisdiction’s laws apply so, if there
are differences, than that information may not be

available.
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overly broad and vague in connection with
the phrase “suspected of being involved.”

» Should information on prospective strategy,
business activities and business models be
shared upon request? This type of
information is usually of a competitive nature.

« ‘specific information requested and
gathered from a regulated entity, including
relevant customer transactional information’
This may raise privacy concerns.

* A regulator based in another jurisdiction
should be required to request information
only on the basis of a specifically relevant
reason.

This is addressed in ICP 3.3 requiring the requesting
supervisor to have a legitimate interest and valid
supervisory purpose.

The reference to customer transactional data has
been removed.

This is addressed ICP 3.3.

23. Insurance Europe

Europe

No

Insurance Europe has a number of concerns
regarding the scope of supervisory
information that may be requested and
shared:

The 1st bullet point, relating to information on
prospective acquisitions or disposals, has the
potential to raise insider trading concerns.

The 6th bullet point, which relates to criminal
activities, is too broad in scope. It appears to
apply to any and to all individuals involved
with an insurer. It also appears to apply to
any criminal activites, carried out at any time.
Insurance Europe suggests this be limited to
certain individuals in positions of
responsibility, and to particular criminal
activities relevant to the carrying out of
insurance business. This requirement must

This listing is under a “may include” heading and is
not meant to be a requirement or a complete listing.

Noted. Information shared by supervisors are
subject of confidentiality requirements.

Not agreed. The present wording provides
necessary flexibility.
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also be subject to the jurisdiction’s rules on
disclosure of spent convictions.

Insurance Europe also recommends that the
phrase “or suspected of being involved” be
deleted from this bullet point, as it is too
vague — it is unclear who holds the suspicion,
or what basis there needs to be for the
suspicion. The information request should be
restricted to actual criminal convictions.

The phrase “including relevant customer
transactional information” should be removed
from the 9th bullet point, as it has the
potential to raise privacy concerns.

The reference to customer transactional information
has been removed.

24. Allianz

Germany

No

We object to information exchange w.r.t.
“senior management”. The term is not
defined and the respective personnel is not
subject to specific supervisory powers (other
than Board Members and Key Persons in
Control Functions).

See Glossary and ICPs 7 and 8 for the definition of
Senior Management.

25. Global Federation of
Insurance Associations

Global

No

GFIA has a number of concerns regarding
the scope of supervisory information:

o The 6th bullet point, requiring information
on individuals involved or suspected of being
involved, in criminal activities is likely to be
broader in scope than the laws of the local
jurisdiction require. As a general matter, the
ICP and CF guidance should respect local
law, rather than attempt to re-write it. The
phrase “suspected of being involved” is also
overly broad and vague. It appears to apply
to any and all individuals within an insurer
and could create due process issues.
Furthermore, the criminal activity
contemplated by this requirement should be
narrow in scope and limited to core crimes.

Not agreed. The present wording provides
necessary flexibility.
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o We question whether information on
prospective strategy, business activities and
business models should be shared upon
request. Insurers operate in a competitive
environment and have legitimate business
reasons for keeping certain information
secret. Unnecessary disclosure, even to
supervisors, of sensitive, competitive
information can cause irreparable harm. 1AIS
should give further consideration to including
information about prospective and recent
acquisitions, disposals of insurance business,
and material, undisclosed insider-trading
information.

o The request for specific information
requested and gathered from a regulated
entity, including relevant customer
transactional information may raise privacy
concerns (9th bullet point).

o We would not be supportive of allowing a
local supervisor of a subsidiary insurer to
request information about another insurer
that is based in another jurisdiction without a
specifically relevant reason.

See ICP 3.3 and ICP 3.4. It should not be assumed
that information requested is automatically going to
be shared without proper assessment of the request.

The reference to customer transactional data has
been removed.

See ICP 3.3, which addresses this issue.

26. Insurance Ireland

Ireland

No

Scope of information supervisor may request
and share:

- "Information on individuals involved or
suspected of being involved, in criminal
activities" is (1) broader in scope than what
US laws and regs would require for insurers;
and (2) is also overly broad and vague in
connection with the phrase "suspected of
being involved".

- "information on strategy, business activities

See response to comment 25.

Public

Resolution of public consultation comments on ICP 3 from Stakeholders

Page 16 of 51




#I1AIS

and business models including prospective
and recent acquisitions or disposals of
insurance business"- What about material
undisclosed- insider trading concerns?

- Information on individuals or insurers
involved/suspected of being involved. The
manner in which this is written; it appears to
apply to any and all individuals within an
insurer which is overly broad and vague. We
have concerns regarding "suspected’.

- Criminal act should be limited and narrow in
scope to core crimes.

- The phrase "suspected of being involved, in
criminal activities" is overly broad. Suspected
by whom? What criteria are being used for
this?

- ‘specific information requested and
gathered from a regulated entity, including
relevant customer transnational information’
This may raise privacy concerns?

- We would not be supportive of allowing
regulator of one of our individual licenced
insurer to request information about another
insurer- based in another jurisdiction without
a specifically relevant reason.

28. Institute of International
Finance and the Geneva
Association

United
States/Switzerland

No

The first bullet reads: ‘information on
strategy, business activities and business
models including prospective and recent
acquisitions or disposals of insurance
business’, we are concerned that material
undisclosed issues that are not disclosed to
the public but are disclosed to the supervisor
could lead to insider trading concerns.

Information on individuals or insurers
involved/suspected of being involved. The
manner in which this is written; it appears to

See responses to comments 23 and 25.
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apply to any and all individuals within an
insurer which is overly broad and vague. We
have concerns regarding ‘suspected’.

‘specific information requested and gathered
from a regulated entity, including relevant
customer transactional information’ We think
this would give rise to privacy concerns.

29. American Insurance USA No The guidance regarding sharing of See responses to comments 23 and 25.
Association information on individuals involved or
suspected of being involved in criminal
activities may be: (1) broader in scope than
the laws of the local jurisdiction require and
(2) overly broad and vague in connection with
the phrase “suspected of being involved.” As
a general matter, the ICP and CF guidance
should respect local law, rather than attempt
to re-write it.

We question whether information on
prospective strategy, business activities and
business models should be shared upon
request. Insurers operate in a competitive
environment and have legitimate business
reasons for keeping certain information
secret. Unnecessary disclosure, even to
supervisors, of sensitive, competitive
information can cause irreparable harm IAIS
should give further consideration to including
information about prospective and recent
acquisitions, disposals of insurance business,
and material, undisclosed insider-trading
information.

4-Q4 Commenton Guidance ICP 3.1.2
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30. ABIR Association of
Bermuda Insurers & Reinsurers

BERMUDA

No

‘Relevant supervisors and authorities,
whether in the same or a different jurisdiction,
may include, but are not limited to:

» Law enforcement agencies’

Relevant supervisors and authorities with
whom information is to be shared should only
include supervisors and authorities that fall
within the scope of IAIS Principles and
Standards. Additionally, the relevant
authorities should equally have the same
confidentiality requirements.

Law enforcement agencies are listed in a number of
jurisdictions as authorities.
No change needed.

31. Insurance Europe

Europe

No

Insurance Europe agrees with the sharing of
information among insurance supervisors,
supervisors responsible for banks and other
credit institutions, supervisors responsible for
investments, securities, financial markets and
other sectors. In Insurance Europe’s view,
before information is passed on to authorities
responsible for anti-money laundering or
combating the financing of terrorism, the
requesting authority must warn the
undertaking that they have made such a
request, explaining the motives behind it and
providing their contact details. It is unclear
why law enforcement agencies are included,
and they should be removed from this list.

In any case, Insurance Europe believes that
the supervisory authority that passes on any
information should notify the undertaking
concerned, the motives of the sharing of
information, and provide the contact details of
the supervisors/authorities that have
requested the information.

See response to comment 30.

As regards money laundering cases, the IAIS does
not agree that the insurer should receive any
notification similar to what Insurance Europe
recommended.

32. GDV - German Insurance
Association

Germany

No

We totally agree with the sharing of
information within the college among

See response to comment 31.
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concerned supervisors. However, we have
doubts whether to enforce other bodies or
persons outside the college to request
information, for instance authorities
responsible for anti-money laundering or
combating the financing of terrorism or law
enforcement.

Before information to authorities, agencies or
persons outside the college is shared, the
group, in any case, must be informed that
such a request had been made, explaining
the motives behind the request and provide
the contact details of the requesting authority
or body.

See response to comment 4.

whether in the same or a different jurisdiction,
may include, but are not limited to; ‘Law
enforcement agencies’- Why is this included?

33. Global Federation of Global No Before sharing confidential information, GFIA | See responses to comments 31 and 4.
Insurance Associations believes that the supervisory authorities
should notify the entity or enterprise
concerned, the motives of the sharing of
information, and provide the contact details of
the supervisors/authorities that have
requested the information.
Relevant supervisors and authorities with Each jurisdiction’s applicable law governs with whom
whom information is to be shared should only | confidential information can be shared. mNo change
include supervisors and authorities that fall needed.
within the scope of IAIS Principles and
Standards.
It is unclear why law enforcement agencies
are included, as they will have their own Law enforcement agencies are listed in a number of
information gathering powers. They should jurisdictions as authorities with whom confidential
be removed from this list. information may be shared. No change needed.
34. Insurance Ireland Ireland No ‘Relevant supervisors and authorities, See response to comment 30.
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35. MetLife, Inc

United States

No

The term “relevant” regulator is not
adequately defined. However 3.3 does
require a requesting supervisor to have a
legitimate interest and valid supervisory
purpose in seeking information. Perhaps
consider including a cross-reference, e.g.,
“Relevant supervisors and authorities (i.e.,
those meeting the requirements of ICP 3.3.
Our comment to Paragraph 11 “Introduction
and Assessment Methodology” is relevant
here:

“We acknowledge the reference in Paragraph
11 to the IAIS on-line Glossary and that work
to amend the Glossary may take place at a
later time when revisions to ICPs and the
integration of ComFrame are further
advanced. However, Paragraph 11 only
refers to the ICPs, and it would be important
to standardize terminology throughout the
ICPs and ComFrame, and to ensure that
there is Glossary definition for each term
used. At present, there is inconsistent use of
terms and definitions are lacking or appear in
different sections, or different parts of
sections, making definitions difficult to
access. An example is apparent
interchangeable use throughout the ICPs and
ComFrame of the terms “relevant
supervisor(s)” and “involved
supervisor(s)’.While the context leads us to
assume these are one and the same, only
the term “involved supervisors” is defined in
the current IAIS Glossary.” In addition, unlike
other Sections, ICP/ComFrame Section 12
(Resolution) has its own definition section.”

See response to comment 14.
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36. Institute of International
Finance and the Geneva
Association

United
States/Switzerland

No

The term “relevant” regulator is not defined.
However 3.3 does require a requesting
supervisor to have a legitimate interest and
valid supervisory purpose in seeking
information. Perhaps consider including a
cross-reference, e.g., “Relevant supervisors
and authorities (i.e., those meeting the
requirements of ICP 3.3 .. .”

We reference our comment to paragraph 4
“Introduction and Assessment Methodology”
to the effect that it would be useful to
standardize and/or differentiate use of terms
such as “relevant regulator” (e.g.: ICP 3) and
“involved regulator” (e.g.: ICP 25) and other
like terms used in the ICPs and provide a
separate ICP definition section. We do note
that a definition section is included for
ICP/ComFrame Section 12 (Resolution).

See responses to comment 14.

37. ACLI

us

No

While the term “relevant supervisors and
authorities” is used in ICP 3, the term
“involved supervisors and authorities,” is
used in ICP 25 and other ICP’s. Similarly,
different paragraphs of ICP 3 variously refer
to “agreements on information sharing” (or
“information sharing agreements”),
“information exchange agreements,” and
“coordination agreements,” while ICP 25
refers to “coordination agreements.” The
ICP’s should be modified to provide for
consistent use of terms.

See response to comment 14.

Additional sentence was added at the end of ICP
3.2.1 to clarify a relationship between information
sharing agreements and coordination agreements

used in supervisory colleges.

38. Property Casualty Insurers
Association of America (PCI)

USA

No

The term “relevant” regulator is not defined
here, nor is it clear who makes this
determination. However, ICP 3.3 does
require a requesting supervisor to have a

See response to comment 14.
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legitimate interest and valid supervisory
purpose in seeking information. Perhaps
consider including a cross-reference, e.g.,
“Relevant supervisors and authorities (i.e.,
those meeting the requirements of ICP 3.3. .
). It would be useful to standardize and/or
differentiate use of terms such as “relevant
regulator” (e.g.: ICP 3) and “involved
regulator” (e.g.: ICP 25) and other like terms
used in the ICPs and provide a separate ICP
definition section. We do note that a definition
section is included for ICP/ComFrame
Section 12 (Resolution).

5-Q5 Comment on Standard ICP 3.2

39. Insurance Europe

Europe

No

See general comments in Q1

Noted.

40. Allianz

Germany

No

We disagree that the supervisor should share
information “at its sole discretion”. As outlined
in ICP 3.1 and 3.3, information exchange in
any direction must be subject to purpose or a
legitimate interest. The latter must be duly
defined in the law applicable to the
supervisor. ICP 3.2 is worded too broadly
and contradicts 3.1 and 3.3.

“Sole discretion” references the requirement for the
primary regulator to make that decision and not its
elected or appointed overseer. The supervisor’s
provision of information is also subject to appropriate
safeguards. No change needed.

41. Swiss Re

Switzerland

No

See our response to Q2 above.

The supervisor should keep policyholder
interests and unintended consequences in
mind when exercising its sole discretion. The
proposed language (“SOLE discretion” and
“APPROPRIATE safeguards”) introduces a
level of ambiguity which could affect the
predictability of supervisor behaviour and
cooperation among them. We would

The guidance explains “appropriate safeguards”. No
change needed.
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therefore welcome further guidance, making
the standard more tangible.

42. Zurich Insurance Company
Ltd.

Switzerland

No

See our response to Q2 above.

The supervisor should keep policyholder
interests and unintended consequences in
mind when exercising its sole discretion. The
proposed language (“SOLE discretion” and
“APPROPRIATE safeguards”) introduces a
level of ambiguity which could affect the
predictability of supervisor behavior and
cooperation among them. We would
therefore welcome further guidance, making
the standard more tangible.

See response to comment 41.

43. The Travelers Companies,
Inc.

United States

No

Confidentiality requirements need to be
stated at the same level of the ICS and
ComFrame hierarchy as information sharing
requirements, as non-public insurer
documents, materials or other information
should be presumed to be proprietary and
containing trade secrets. As such, the
hierarchical structure of the current and
proposed ICP/ComFrame language has not
been effectively utilized to elevate the
importance and prominence of confidentiality
protections. In particular, the current and
proposed ICP statement 3 itself contemplates
that the sharing of information is subject to
confidentiality requirements. However, none
of the proposed standards include an
express requirement to implement the high-
level principle set in in statement 3.

Therefore, we propose the following revised
wording of the ICP 3.2 Standard:

"The supervisor shares information, including
non-public information, with relevant

ICPs 1 and 2 address directly power and authority of
supervisors so it does not need to be mentioned in
other ICPs. The ICPs operate collectively, thus the
requirements set out in ICPs 1 and 2 are relevant to
the other ICPs.
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supervisors and authorities at its sole
discretion and subject to appropriate
safeguards, provided that the relevant
supervisors and authorities are bound by
confidentiality agreements, agree in writing to
maintain the confidentiality and privileged
status of such non-public information, and
have verified in writing the legal authority to
maintain confidentiality."

44. Institute of International
Finance and the Geneva
Association

United
States/Switzerland

No

It is noticeable that relevant language is
proposed for removal which explicitly stated
that supervisors have “legal authority and
power” to exchange information.

This removal could potential increase
ambiguity around supervisors’ authority and
powers, as well as supervisory consistency
across jurisdictions. The “legal authority and
power” may be a given in many jurisdictions,
it is not necessarily reflective of worldwide
practice.

We would be grateful to know if this
requirement can be found elsewhere, as we
could not. If it cannot, we feel it should be
considered for reinstatement, accounting for
the ideas stated in answer to Q1

The supervisor should keep policyholder
interests and unintended consequences in
mind when exercising its sole discretion as
per ICP3.2. The proposed language (“sole
discretion” and “appropriate safeguards”)
establishes a level of ambiguity which could
affect the predictability of supervisor behavior
and cooperation among them. We would
welcome additional guidance to ICP3.2 with a

See response to comment 43.
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view to make the standard more tangible to
all stakeholders.

45, ACLI us No Contrary to the language of this paragraph, a | See response to comment 43.
supervisor may not have the legal authority to
share information at his or her sole discretion
under relevant laws or agreement(s). This
paragraph should be modified to read as
follows: “The supervisor shares information,
including nonpublic information, with involved
supervisors and authorities subject to
appropriate safeguards and the supervisor’s
legal authority under relevant laws and

agreements.”
46. Property Casualty Insurers USA No The “appropriate safeguards” language See ICP 3.5, which addresses this issue.
Association of America (PCI) should include a requirement not to disclose

confidential information unless the recipient
verifies it can and will protect the information.

6 -Q6 Comment on Guidance ICP 3.2.1

47. ABIR Association of BERMUDA No Agreements on Information Sharing: The wording changed for “...may not be a

Bermuda Insurers & Reinsurers prerequisite...”. Importance of information sharing
‘Although the existence of an agreement or agreements is also reflected in amended wording of
understanding is not a prerequisite for ICP 3.2.1. See also response to comment 2.

sharing information....’

» Existence of an MOU among all parties who
have access to an insurer’s confidential
information is critical and a prerequisite to the
sharing of any such information.

Regardless of form, there should be a
confidentiality agreement within a strict
confidentiality regime that would apply to all
forms of communication.
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48. Insurance Europe

Europe

No

Insurance Europe believes that, for the
purpose of supervision, information should be
shared among supervisors as part of a
college of supervisors. However, regardless
of the existence of a college of supervisors,
and regardless of the form of such an
agreement or understanding, there should be
a confidentiality agreement or understanding
within a strict confidentiality regime that
would apply to all forms of communication.
Confidentiality requirements are critical and
should be a prerequisite for the sharing of
any information.

In cases of passing on information to an
authority for other motives than supervision
(eg central banks, ministries of finance, etc.),
Insurance Europe believes information can
be shared with central banks and other
bodies with a similar function in their capacity
as monetary authorities where this
information is relevant to their respective
statutory tasks.

In all other cases (eg authorities responsible
for anti-money laundering, combating the
financing of terrorism, etc.), Insurance
Europe is of the opinion that information can
only be passed on if there is a specific
notification from the “requesting” authority to
the firm concerned that it has made such a
request, explaining the motives behind it and
providing its contact details.

In any case, Insurance Europe believes that
the supervisory authority that passes on any
information should notify the undertaking
concerned, the motives of the sharing of

See response to comment 47.

See ICP 3.3, which addresses this issue.

See responses to comments 4 and 31.

Not agreed. This goes beyond the scope of ICP 3,
which relates to information sharing among
supervisory authorities. In addition, while it may be
relevant for an entity that information concerning this
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information, and provide the contact details of
the supervisors/authorities that have
requested the information.

entity has been provided to another supervisor, there
are cases when supervisors need to cooperate in
order to establish whether the entity is non-compliant
with legal requirements. In such situation, the
supervisors would want to restrict notifying the entity
until there is certainty as to the outcome of the
supervisory investigation.

49. Global Federation of
Insurance Associations

Global

No

Regardless of form, there should be a
confidentiality agreement based upon a strict
confidentiality regime that applies to all forms
of communication. In all cases, the requested
supervisor should require, as a prerequisite
to information sharing, the confidential
treatment of the information shared.
Existence of an MOU among all parties who
have access to an insurer’s confidential
information is critical and a prerequisite to the
sharing of any such information.

See response to comment 47.

50. Insurance Ireland

Ireland

No

Agreements on information sharing:
"Although the existence of an agreement or
understanding is not a prerequisite for
sharing information..” Regardless of form,
there should be a confidentiality agreement
within a strict confidentiality regime that
would apply to all forms of communication. -
Existence of an MoU among all parties who
have access to an insurer’s confidential
information is critical and a prerequisite to the
sharing of any such information.

See response to comment 47.

51. MetLife, Inc

United States

No

We would recommend that

a) the introductory sentence to 3.2.5.
“Supervisors are responsible for ensuring the
safe handling of information” be added as an
introductory sentence to 3.2.1.

b) the existence of an agreement or

Agreed.

See response to comment 47.
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understanding on providing requested
information SHOULD be a prerequisite.

52. The Travelers Companies,
Inc.

United States

No

While the existence of an agreement or
understanding on providing requested
information may not be a prerequisite for
sharing information among supervisors in a
single jurisdiction, it is likely necessary for
sharing among supervisors of different
jurisdictions. The Solvency Il regime is an
illustration of this point. Under Solvency I
rules, exchange of information with third-
country supervisors (within or outside a
supervisory college) requires a cooperation
agreement that can only be concluded if the
information to be exchanged is subject to
guarantees of professional secrecy.
Additionally, the existence of such
agreements is good practice as it provides
documentation of the terms under which
information is shared and prevents
misunderstanding by all parties involved.

We recommend the following revised wording
for ICP 3.2.1:

“Although the existence of an agreement or
understanding on providing requested
information may not be a prerequisite for
sharing information, particularly when sharing
information among supervisors of the same
jurisdiction, the supervisor should use
agreements, including memoranda of
understanding (MoUs), to facilitate sharing of
information between relevant supervisors and
authorities. Such agreements establish a
framework to facilitate the efficient exchange
of confidential information and document the

See response to comment 47.

Partly agreed. See amended wording of ICP 3.2.1.
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types of information that will be shared as
well as the terms and conditions under which
the information can be shared.”

53. Institute of International United No We would recommend that
Finance and the Geneva States/Switzerland
Association a) the introductory sentence to 3.2.5. See response to comment 51.

“Supervisors are responsible for ensuring the
safe handling of information” be added as an
introductory sentence to 3.2.1.

b) We ask the IAIS to change the language in | See response to comment 47.
this paragraph in order to make the existence
of an agreement or understanding on
providing requested information a
prerequisite.

54. ACLI us